
The Open Data 
Opportunity



The availability of data is critical to achieve AI 
innovation
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Background
Open data and its role in driving 
AI advancements

Challenges Overcoming limited datasets with 
data sharing

How to 
make 

progress
Seizing the open data opportunity



The CDDI is advancing biomedical research through data science
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Advancing standard legal terms for data sharing

Model data 
use agreements

news.microsoft.com/
datainnovation

GitHub repos 
for comment
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Top data breach 
threats mitigated

Data fully in 
customer control

Code protected and 
verified by customer

Data and code opaque 
to the cloud platform

Confidential Computing 
Protecting data in use

Differential Privacy
Introducing “noise” to protect individuals’ privacy

Life Art

Azure Data Share
Cross-organization big data collaboration

Azure API for FHIR
Health data interoperability enabled by FHIR

Related technology developments



Confidential computing controls data 
through its lifecycle 

Existing 

At rest
Encrypt inactive data 
when stored in blob 
storage, database, etc.

Examples include:

Azure Storage Service 
Encryption for Data at Rest

SQL Server Transparent 
Database Encryption (TDE)

In transit
Encrypt data that is flowing 
between untrusted public or 
private networks

Examples include:

HTTPS

TLS

New

In use
Protect/Encrypt data 
that is in use during 
computation

Examples include:

Trusted Execution Environments 
such as Intel SGX and VBS

Homomorphic encryption
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Azure data sharing tool

Azure 
Data Factory

Azure 
Databricks
(Prep-only)

Azure 
Data Lake 
Storage

Azure SQL
Data Warehouse Power BI

Ingest & Prep

Store

Model & Serve VisualizeManufacturer

Azure
Data ShareSuppliers

Azure
Data Share

Azure
Data Share

Company A Company B Company C

Azure
Data Share

Share

A simple service for big 
data sharing, helping 
organizations to:

Enhance insights with data from 
partners and customers

Form industry-specific 
consortium to pool data 
among members

Innovate custom solutions 
and expand markets via new 
service capabilities



Key 
Takeaways

• Map the data ecosystem to understand value flows and 
incentives for a data sharing arrangement

• The value may lie in the outcomes of sharing data, not in 
the data itself

• No one size fits all: the business should ensure policy and 
technical stacks evolve synergistically to support different 
data governance models to facilitate responsible data 
sharing and innovation



The Open Data Opportunity
To learn more about the data use agreements and join the conversation, 
visit: https://news.microsoft.com/opendata/
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