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Protecting Your Secret Sauce!

Techniques & Technologies for Securing Your 
Systems, Data, & Intellectual Assets Against 
Hacking, Theft, & Industrial Espionage
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Patents Disputes Down  - Trade Secret Litigation Up

https://www.gordonrees.com/Templates/media/files/pdf/Trade_Secret_Litigation_Report_2018.pdf
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DTSA & EU Trade Secrets Directive Target Trillion Dollar Problem

https://insight.bakermckenzie.com/trade-secret-theft-a-trillion-dollar-problem
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Some Recent High-Profile Examples
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• Lee Gardner - IP Counsel, Google

• Adelaida Hernandez - Special Agent, FBI

• Elizabeth McBride – Managing Director, Global Litigation, Investigations & IP, Applied Materials

• Neeraj Paliwal – VP & GM Rambus Security 

• Moderator: Stefan Tamme, VP IP Strategy & Licensing, Rambus

Speakers:
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Lee Gardner / 10-16-2019

Trade Secret Management
In-house Counsel Perspective
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Infiltration Exfiltration Partnership

Unauthorized storage or 

use of third-party 

proprietary information

Unauthorized copying, 

transfer, or retrieval of 

proprietary Google data

Exceeding the authorized 

scope of use in a 

partnership

Trade Secret Risks
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Legal IT Product & 
Engineering

HR

Information Governance Stakeholders
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Training
Policies 

Training

Proprietary + Confidential
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Thank You
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& Intellectual Assets Against Hacking, Theft, & Industrial 
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Managing Director, Global Litigation & Investigations
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AMAT stock

listing on

NASDAQ

$17.3 billion
revenue

Headquartered 

in California’s

Silicon Valley

~21,000 employees

93 locations

In 17 countries

semiconductor and display equipment company

Applied Materials: World’s #1

>12,500
patents

$2.0 billion
R&D spending

Data as of fiscal year end, October 28, 2018
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Understanding 

the Risk 

Landscape

Employee mobility

Contingent workforce

Partners

Cyber attacks

Foreign state actors

Speed & connectivity
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Insider Risk
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IT Sabotage

IP / Trade Secret Theft

Fraud

Espionage

Unintentional Insider

Other

Types of RiskWho is an Insider?

► Any employee, contingent worker, or trusted business 

partner who has authorized access to internal corporate 

resources.

Types of Insider Risk Actors

► Malicious actor (employee, contingent worker, supplier) 

with access to corporate systems, networks and data who 

has exceeded authorized access or breached systems to 

compromise the company. 

► Unintentional actor whose careless or inadvertent 

conduct causes damage or creates vulnerabilities to the 

company’s systems. 
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Overview an Insider Risk Program

Source: CMU, Software Engineering Institute

Formal & Defined Program

Integration with Corporate 
Risk Management

Integration with Privacy & 
Data Governance 

Executive Sponsors

Program Oversight

Policy, Process, Procedures

Monitoring, Detection & 
Response

Communication Channels for 
Incidents

Incident Response Plan

Training & Awareness Trusted Business Partner 
Practices

InRP
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Strategies 

for 

Protection

Onboarding and Exiting

Contingent Workforce Risk Management

Monitoring & Strategic Response 

Data Security and Data Segregation

Information Sharing with Trusted Partners

Programs, Policies, and Org
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